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Nisar orders crackdown on anti-army material online

Pl B 5 WU
By lkram Junaidi | 5/15/2017 12:00:00 AM w \
ISLAMABAD: Interior Minister Chaudhry Nisar Ali Khan on Sunday ordered the eybererime wing of (" /
the Federal Investication Agency (FIA) to take action against those involved in an anti-army campaign

on social media platforms.” Under constitutional guidelines on freedom of expression. unwarranted

criticism of security forces and other institutions responsible for the defence of the realm is not

allowed. No citizen can be involved in a campaign that tarnishes the reputation and respect of the

armed forces.” an interior ministry statement quoted him as saying.

1

"‘Disrespecting the Pakistan Army and its officials under the guise of freedom of expression will not he
tolerated,” he said.

Online eriticism ol the armed forces began after Inter-Services Public Relations (ISPR) Director
Gieneral Maj Gen Asif Ghafoor onMay 10 announced the withdrawal of an earlier tweet, that “rejected
the government s notification of the findings of a body set up to investigate a story published in Dawn
last vear.

“The tweet of April 29, 2017 was not aimed at any institution or individual.” Maj Gen Ghafoor had said
at a press briefing last week.

‘Since action on orders of the prime minister has already been completed by the respective ministries
and divisions, the issue of Dawn leaks stands settled.” he said.

But the original tweet had already prompted a wave of criticism against the armed forces. both among
political cireles and on social media.

Senate Opposition Leader Aitzaz Ahsan, who belongs to the Pakistan Peoples Party (PPP). even went
as [ar as to suggest that the 1ISPR spokesperson should have "resigned rather than takingback his tweet’

O social media, jokes and posts ridiculing the armed forces were also shared following the 1SPR's
official s press conference.

But on Sunday. the interior minister declared it was a criminal of fence to target Pakistan’s most
revered and disciplined institution over 'vested interests’, adding that those who wittingly or
unwittingly par-ticipated in such an action would be liable to prosecution.

He directed the FIA to look into the 1ssue and take strict action against anyone found involved in the
malicious campaign.

“Those involved in this condemnable act should be taken to the task. irrespective of which party or

profession they hail [rom.” the statement concluded.
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FIA launches crackdown on "anti-army campaigners’

By Amir Wasim and Zulgernain Tahir | 5/22/2017 12:00:00 AM ot o ')_\}
ISLAMABAD/LAHOR E: The Federal Investigation Agency (FIA) has identified dozens of suspects A '
involved in what it calls an “organised” campaign against the country's armed forces on social media.

even as opposition parties condemned the alleged 'misuse’ of the eybercrime law by the government.In

fact, opposition parties even pledged to fight for supporters of the ruling party. who had been rounded

up during the crackdown.

“We have identified dozens of suspects involved in running an organised campaign on social media
against the Pakistan Army. We have taken some of them into custody for interrogation.” an FIA official
told Dawn on Sunday,

The action was ordered by Interior Minister Chaudhry Nisar Ali Khan around a week ago af ter he took
notice of online criticism of the armed forces following the May 10 announcement by the Inter-
Services Public Relations. the military s media affairs wing, of the withdr awal of a tweet that
‘rejected’ the government notification of the findings of a body, set up to investigate a story published
inDawn last year,

The official said the government had asked the FIA's Counterterrorism Department (CTD) to help trace
the “real culprits” in this regard. "The CTD is also helping us trace those running an anti-militar
campaign on social media.” he said.

“We have taken some suspects into custody. but at this stage we cannot disclose their identities. No FIR
has been registered against anyone detained in the crackdown so far.” the of ficial said.

He clarified that individuals would be charged only after a detailed forensic analysis of their social
media accounts. because it had become common for users to employfakeidentitiesandpostin other
people’s name.

Forensic teams from the FIA's eybercrime wing have been working on the Facebook accounts of
suspects. WhatsApp groups. blogs and websites where such a material is being uploaded.

The official clarified that FIA was "not targeting those posting comments or images unintentionally or
without any vested interest’.

Support across party lines But since the crackdown targeted social media activists linked to nearly all
main political parties, the major opposition parties vowed to resist all ef forts to stifle dissent through
the use of state institutions.

On Saturday, an FIA team took Dr Faisal Ranjha a vocal supporter of the ruling party into custody from
Kamoke near Gujranwala over suspicion of posting anti-military material on social media and shifted

him to its headquartersinlslamabad,

He was detained alongside other party activists belonging to the Pakistan Tehreek-i-Insaf (PT1).
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Sourees said that all those detained had been released after questioning, but complaints had been

registered against them. {--ﬁ k[
: by

PTT vice chairman Shah Mehmood Qureshi met the detained activists. hailing from his party. as well as
the ruling Pakistan Muslim LeagueNawaz (PML-N), on Sunday and assured them of his party s full
support,

The PTI also announced that it would file a petition before the Islamabad High Court (I1HC) against the
illegal actions” heing taken by the government against political workers and social media activists,

Talking to Dawn. PTI spokesperson Fawad Chaudhry said his party would stand by all political and
social media activists, irrespeetive of political affiliations, since the party believed in the right to
freedom of expression.

“The PTI will support and fight for every social media activist and political worker, be they from the
PPP or the PML-N." Mr Chaudhry declared.

He said the party would hold a demon-stration outside the National Press Club today (Monday ) against
the FIA's actions.

Besides. sources in the PML-N said there was great resentment within the party over the government s
policy to erack down on social media activists.

Some party leaders are planning to raise the issue with Prime Minister Nawaz Sharif upen his return
from Saudi Arabia. they said.

The Pakistan Peoples Party (PPP) has called the curbs on social media “undemocratic. against the
Constitution and counterproductive’.

PPP spokesperson Farhatullah Babar said in a statement the “increasing misuse’ by the state of the
cybercrime law was a matter of serious concern and must be stopped.

He said the misuse and overuse of blanket orders.issued last week by the interior ministry to take action
against social media users in the name of national security. was not acceptable.

It 1s disturbing that in a short span of time nearly 1.000 cases had been registered against social media
platforms. In addition. provisions of the cybererime legislation have been arbitrarily interpreted to
impose new restrictions on the right to freedom of expression in the name of national sec urity.” he said.

E’uhltcl!. voicing concerns about the national s:::.unh narrative of the state is not undermining secur i

On the contrary, presenting alternate opinions strengthens national security and should be welcomed.
he said.

In his orders. the interior minister had stated that ° disrespecting the Pakistan Army and its officials
under the guise of freedom of expression will not be tolerated: .
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He had ordered strict action against anvone found involved in the malicious campaign. ‘irrespective of
which party or profession they hail from'. o \
(

e )
Soon after the minister's directive. the FIA swung into action and detained a number of suspected
people for their alleged involvement in criticising the armed forces through social media networks like
Twitter and Facebook . However. an FIA official said that its cybererime wing needed modern
cquipment to deal with such of fences.

“There is also a need to set up a special tribunal to exclusively hear cases related to cybercrime.
International linkages for information-sharing regarding cyber security should be established and
international covenants and agreements for cooperation in combating cybercrime should be signed.
Procurement strategies for secure and resilient hardware and software products should be developed 1o
deal with the issue.” the official said. adding the interior ministry would have to pay attention in this
regard.

Journalist “"harassed” Mcanwhile. a working journalist claimed on Sunday that the FIA had been
harassing him and decided to approach the Islamabad High Court for relief. Taha Siddiqui. who works
for a number of foreign media outlets, will file a case before the court on Monday through his counsel
Asma Jahangir,

In his petition. Mr Siddiqui states he received a phone call on Thursday evening from someone who
identified himself as Noman Bodla. a deputy director in the FIA's Counterterrorism Department. and
asked him to appear before the agency.

Mr Siddiqui claimed the FIA of ficer responded vaguely and gave no details when asked what this was
in connection with but hinted that the interrogation would be about his professional work. He said his
name was on a list that was circulating on social media and that he felt harassed. intimidated and unable

to continue his profcssional duties.

When Dawn contacted the phone number (from which the call was received) provided in the petition.
the person on the other end confirmed that he was. indeed. FIA s Noman Bodla.

However. the official did not share what charges the journalist is facing.

‘It is the right of every individual to approach the courts. If the journalist in question is going 1o
court let him go.

We will present our stance before the court,” he said.
Loy
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KARACHI: A countrywide crackdown against social media activists gathered steam as another _
supporter of the ruling party was reportedly picked up for questioning by the Federal Investigation w{;ﬁ*\
r,

Agency (FIA).

On Monday. Umair Talat wasreportedly picked up f rom Gujranwala and brought to the agency’s
headquarters in Islamabad.

The Pakistan Tehreek-i-Insaf, meanwhile, continued to protestthe government s crackdown. even as the
party's offices in Peshawar were ransacked on Monday.

Unidentified individuals allegedly broke into a private office of the head of the party's provincial social
media team and made offwith some computers and cameras.

Since the alleged break-in coincided with the FIA action against social media activists. the ageney was
suspected of involvement. but it denied taking any such action.

Furgan Kakakhel. a PTI social media activist. told Dawn that when he came to his office after the
twoday weekend. he discovered that two DSLR Cameras, some memory cards and USD sticks were
missing.,

While he did not assign blame to anyone, he pointed out that the intruders had not touched other desks
in the of fice, while his table had been thoroughly searched and different items were Iving seattered.

Mr Kakakhel said he had lodged a complaint with local police, adding that some officials had visited
his of fice to look into the oceurrence and assured him that they would try to trace the culprits.
Following the incident. the PTI social media team issued a statement condemning the break-in and
demanded action against the culprits.

Protests Despite this, the party persisted in its opposition to the FIA crackdown and held protests in
Karachi and Islamabad to condemn the arrests of activists from across party lines.

l.eading a protest outside the Karachi Press Club. PTI MNA Asad Umar said that while social media
had enabled every citizen to convey their messages across the world, thegovernment had tried to pag
the party by initiating action and arresting social media workers,

The participants. who including large number of women. were holding placards and banners with
slogans against the government.

Mr Umar condemned the arrests and harassment of social media workers, saying that the FIA. which
had been asleep for months, was harassing the government's political opponents in the name of°
protecting the army's prestige. He claimed that Nawaz Sharif wanted to break the party's backbone. the
social media team. “The government is victimising its opponents and PTI workers. he said. adding that
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their workers were patriotic citizens and had no link with any anti-army propaganda.

Ata similar protest. held outside the National Press Club in Islamabad. PTI leaders alleged that
Maryam Nawaz Sharif’s media cell was spreading false information through fakeids. which was P \
tarnishing the country’s image. N

Journalist moves 1HC Also on Monday. journalist Taha Siddiqui moved the Islamabad High Court
against his alleged harassment by FIA. According to the petition. submitted through his counsel Asma
Jahangir, Mr Siddiqui received a phone call from FIA Counter Terrorism official Noman Bodla on My
18. 2017. The caller asked Mr Siddiqui to appear before him at the FIA Headquarters for an
imterrogation and hinted it concerned his professionalwork.

The petition alleged that the FIA official spoke to the journalist in a threatening manner, adding that
since the phone call. the complainant had noticed plainclothes individuals had been conspicuously
pointing at his house and asked the court to restrain the FIA from harassing him. The case will be taken
up today ( Tuesday ).
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The erwckdown against sucial meia users is further blighting Pakistan's freedom of
expression. The Connter Ternism Department for the Federal Investigation Agency (FIA) is
mnescling down on soeial media wsers, cspeeinlly those critiquing the poswerfl militay: when,
o the ether band, Timlveds of web pages spreading extremism are allowed ta fanrish,

The official crockdown was comlueted on Prime Minister Nawae Sharf's orders, said Interior
Minister Chindlry Nisar Al Khan in a press conference last week. He also confusingly said,

“there is no restriction an social media bt there will be lines dreavwn and social medin will be
i b,

However, all it has achicved o far is unrest among, politieal activists who regularly use social
meddio platforms such as Facebook and Twitter. 1 s alse invited ontrage from rights’
activists, citing the onslaght as a restriction on freedom of expression.

Last week the FIA, the conntiy's top anthority that counters evher-crimes, questioned more
than fear dozen social media wsers for allegedly criticising the military and judiciary. Many of
them ane still i the enstody of investisators, HIGHLIGHTS

The context i that at the start of this vear, abou balf a dozen Dlogeers aml activists

Fata's mesw et
mysteriosle disappeared within 24 hours, Weeks later, all of them returned Tome bt there ﬁﬂ;? May 28, 2007
&

i still mo elarity ahout whe picked them up. why and whit happened under captivity, "
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= Mamy eritics pointed fingers ot the Inter-Services Intelligence, the Pg ::m:;:: S i
military’s spv agency; mesnwhile pro-army media hooses repaorted thit % W
the slisappeared activists and bloggers were accused of spreading
Elasplaemnms content online. The blozzers later denied the accusations 1 p Adangerons allianee ('7 t-._.,"
and Tnterior Minister Chandhry Nizar Al Khan also exonerated them, F E HRraRan Ty

The political sitwation in the conntry grew moee complicated after an
alleged deal between the eivilian government and the amy to settle a
roww e L secitrly Bssue went sour,

My portabde hoine ina forciz work
My 28, 2m=

Mo thee federal government has ordered @ Tuge-scale erackdown e ———
against those allegedly posting anti-state content anline, and maligning

sbale s instilulions, .
Fopular Hreend Urmmeni« T

Althvugh political activists are being cheeked on g Balnchistan by road
sovial media, extremists spreading their ideology &;' -ii Moy =8, 20
through cyber space are hardly eonfronted, The
lethal Islamic State, Jamaat-ul-Ahrar (JUA) and : o
Tehreeh-e-Taliban (TTF) are all running their ] :lf native earth — or divine, if von
i 5 & ¥ ke
recruitment campaigns on social media. E L
“Samwe two dozen people suspected of publishing hate materials are in P Apenny for vour faith
o enstady and it also includes eight activists of Pakistan Tehreek- a4, 230

e-Fasal (1TT) and Pakistan Muslim Lesgroe-Nuwae (PM1L-N),” Riys 1
senior FIA official, continning, “Social media activists who created fake

. e i . Uipgue CTFEL
online [Ficvbook, Twitter, Instagram, elc) acoonnts just to malign iﬂ; ifa Mg, vty
Pakistun, its institutions or Lo take revenge on ather people or settle L 5
their peditical seores are 1 fa toungher action through FIA proscentors”,
’ Kerala in 157
s ten million people ave corently wsing social media sites in the countey, he further adds, ?ﬁ Wiy 28, iy
ol
P News o Sumeingy spokie to six FLA officials and all wished to remain ananymons,
Kamran Behimat, o formee newspager editor snd politieal analyst, thinks the whip is just an
appeascment gimmick, bot one that does Navae Shardfs governiment no credit. “Sharif 3.0 is LIKE US O FACEROOK
olwitmsly desperate to complete his teem any which way, even if that means one move
i=e in its colleetion of emboarmssments. This appears to be o ealibrated = b
COMpramiEe i i ‘\.I.'\ll 5 I“.“ ok ey Ir'rj Icn-u 1 15 appears to b HLe n1m'\|l. o TN_S Th& NEWS on Su.
appease the seeurity estaldislunent, which is smarting from the apparemt loss of face in the i £ 3K lhes

Bwst sagm,

“Thunt feort sum ebeeted movernment o hort demoeracy like this is o betroval of public tras amd its - TR TN
M R Like Pagh s " s 1
henmnden duty to perdect all freedoms enshrined in the constitation. Dreiven T self- l__ L "W..__. i

Heservition, these actions are also hurting Pakistan's image globall,” Rehmat adds.
|
4 Friends ke Ihis

The FIA investigators questioned cight workers of the PTT and PRIL-M, who wore acensed of %ﬂ.i 8 kﬁﬁ -:].I:: Im ;I'FI_::
Possting hiate material against the military. Faor prople were questioned by investigators whia 2 s ol
allegeetly pested Blasphenns contean on social media. The investigation team also oquizzed
three affemders acensed of maligning Chicf Justice of Pakistan and Justice Shaukat Aziz
Sidddigui of slamabud High Court,
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Chendleryy Nisor: "There (s ne restrietion e sociol medie but lines will be drares o socicrl
mcedics mwgitorod.”

The FIA Eslmabad offiee, with help from Pakistan Teleeommunication Association (FTA)
reqquested soeial networking sites to preserve data of approsimately 1,000 social media
acconnis in past six mnths, Offenders who create fake profiles on Facebook and Twitter may
face terrorism, anti-state and harassment charges. “The PTA also requested social media sites
either 1o restrict or block aronmd oo accounts of Facebook and Twitter with around a dozen
websites which were sprewding nnwanted content against the state,” adds FIA officials,

The FIA teams hive receivigd maore tham 11,053 complaints in the past 15 months, official daa
exelusively obtained by TAS revealed, Around 20,180 complaints were sent to FIA regional
offiees by citizens hetween 2ot and April 2007 Over 4,501 ingguiries were ordered by F1A
investigators regarding 2o 80 complaints, and around 1,200 Inguites were filed in past 16
memths. The data further revenled that seme 87 cases were filed Ty the investigators against
the ol fenaders sned that some 290 social media sctivists faeed cases in the past 15 months.

Aldthongh poditienl activists ave being cheeked on social media, extremists spreanding their
ideolosy through evher space ave haedby confronted. The lethal 1slamic State, Jamaat-ul-
Alerar CIUAY and Tehreck-c-Talilam (7TF) ave all running their reernitment cimpaizns an
sowdal medin, Moreen Leshan, aomedieal student, was the Islmie State's latest catel which

Brias prrevionsly alluved hondeeds of activists to join hands with their eeremist gronp in Syrin
anwl Trim,

The govermment did not Block such sites, in fact activists of these hanned autfits enjov free
aparee on these sime social media sites. A ey part of National Action Plan stated that the
slovification of hanned autfits aml wrrorists would be curbed But terrorists like Ehsanullsh
Ehsam who onee served the TTP and then the JUA were given airtime by mainstream media,
The PTA, Pemra and FIA have the capacity to nek such sites but no serions action wis taken
ngainst these latemongers,

The Interior Minister remains in denial, as nsual, His ool focus is the social media users who
e alluzedhy anti-army. “Well not tolevate those degrading o institutions on social media,”
buae tealed the medin.

The crackehma om social media sctivists, erities say, was ceeating a climate of fear and
Premoting self-censarship amony other social media wsers. This is eontrary to democratic
prmciples. "Free speech is beanty of demeeracy as both freedom of expression and
demaocracy go hand-in-hand. The government is curbing peoples” dghts by brgeting erities. Tt
shonled start erackdinen npminst extremists sites rathoer hen threaten L“l‘illtﬂ,h savs PTT leader
Jalangic Tarcen.

T aachils that Bis prort's aetivists ave being picked up by FLA beeanse the PML-N government

winmlbs lo suppress Hasic critics.,

The FIA teams wene reeciving some 40 to 50 complaints daily and it has beeome difficult for
investigators to adidress them quickly. There are tallks about the setivation of a new cvher

e iy

hitp://tns.thenews.com.pk/mind-hashtags & WSsPR D el

G AM



Mind your hashtags | TNS - The News on Sunday

terrorism wing nnder the new evher erime laws,

hitp:/ins. thenews com pk/mind-hashiaes & WSsPR D Nel

“The agemey faces o capacity problem sinee it cannot handle the rising number of complaints
ot dlaily Basis,” savs Mubammad Amlish, Director General P14, Although he did not discuss

the enrrent issue in detail, he did s, *We also want some amendments in newly passed laws

stech as the Protection of Electronic Crimes Act [PECA) 2016, in order to nip evber erimes.” / ~) _\

Around 200 eases hive been filed under FECA 2016 in different courts but 6l now onlv one
vae wans decided by o loeal court last week. The local court awanded an 18-month

impaisonment with fine of Kszoo,oo o a man who ereated a fake Facebook aceount of o ginl
in Lishore, “The nature of cvber crime cases range from revenge pornography to blasphemaous

ronlent,” savs the FLA investigator,

Bt even as the government is catching o few veal criminals, it is rapidly carning eriticism for

its erackeown. Nighat Tid of Digital Rights Foundation, an advocicy NGO focusing on

dligital grvermmnee, snys: “The erackdown on social media activists is ereating a elimate of fear
] promating self-consorship among other soeial medin users which is a conteary to the

principles of demoeriy. Soeinl media is o space for people, exercising their freedom of
expression and aceess o opinion by sharing news, being critical w state actions ete.”

She further adds thet the state needs toexplain how they define eriticism, defamation, hate

speech and what Taws they are using 1o crack down on social maedia activists,

Semator Farhatullah Babar siys the government shanld not be allowed to wick] power

arhitrarily ar whimsically, “The freelom of expression is inereasingly attacked by both state
and non-slate actors on various pretests. Silencing crities through FIA's harassment mnst be

stopped. This dangerons trend must be vesisted by supporters of freedom of expression.”
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FIA to quiz 200 social media activists over anti-army
posts

May 20, 2017 By: Khan Zahid Published in Pakistan thttps:wa.snmaa.wrpakistanf}
Be the first o comment! (hiips: ffwww 5amaa.!\r!pakistan#201?IUEfﬂa-m—questlun-20n-snclaIvmedua-activisls-nve;-
anti-army-posts/#respond)

———

ISLAMABAD: The federal government plans to step up its crackdown on
social media activists over purported criticism against Pakistan army
despite strong criticism by opposition parties and human rights groups.

According to a government's source, Federal Investigation Agency (FIA) has

Fol 11 52907, 4:30 pM
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finalized a list of 200 people who are likely to be questioned or detained for
- their alleged anti-army tweets, posts on popular social media forums.
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Among those named in the list include journalists and some social media
activists of the ruling PML-N, and opposition PTI.

Sources reveal that 40 people have already been grilled by the investigation

agency while their laptops, mobile phones and ipads have been seized and
sent for forensic evaluation.

The move comes despite Imran Khan's threat to launch street protests against
the social media crackdown.
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Addressing a gathering in Quetta yesterday, PTI Chairman Imran Khan he
would be forced to take to the streets if the government touched his workers or
banned the social media.

Salar Kakar, a PTI social media activist, was detained from Quetta and shifted
to Islamabad for investigation before being released a day later.

Dr Faisal Ranjha, an active supporter of the PML-N on social media, has also
reportedly been arrested by the FIA.

In a press statement yesterday, the Human Rights Commission of Pakistan
(HRCP) voiced serious alarm over arbitrary curbs on freedom of expression, a
climate of intimidation and the authorities' stated intent to act against any
perceived slight to the armed forces through the social media.

‘www.samaa.tv/pakistan/2017/05/ fia-to-guestion-200-social-n
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"HRCP notes with growing concern the prevailing climate with regard to
freedom of expression. We are particularly alarmed by statements of at least
two federal ministers, one of which vowed severe action under the cyber crime
law and through the other the Federal Investigation Authority (FIA) was
directed to proceed against those 'dishonouring’ the army through the social
media,” the commission said.

"HRCP wishes to remind the authorities that any limitations on the freedom of
opinion, expression and information must be in consonance with Article 19 of
the ICCPR and the constitution of Pakistan. The constitution itself states that
any restriction regarding the Article 19 freedoms must be reasonable and shall
only take effect if provided by law.

According to the information submitted in parliament this week, since the
present government came to power, the cyber crime wing of the FIA has
registered nearly 800 cases. — SAMAA

|
M (https/iwww.samaa. tv/pakistan/201 7/05/fia-to-question-200-social-
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Story first published: 20th May 2017
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P11 activist held in first case about ‘maligning forces’ on social media

st P

By Zulgerain Tahir | 5/31/2017 12:00:00 AM

LAHORE: The Federal Investigation Agency (FIA) arrested a Pakistan Tehreek-i-Insafl (PTI) activist in
the first case in its campaign to crack down on social media users criticising the country’s armed forces

on different digital platforms. C { \
The FIA's eybererime wing arrested Adnan Afzal Qureshi in the Defence Housing Authority on .
Tuesday and charged him under Sections 20 and 24 of the Prevention of Electronic Crimes Act

(harming the reputation of a person and cyber stalking), and Sections 419 and 500 of the Pakistan Penal
Code (impersonation and defamation).

‘We arrested the PT1 activist for [posting] a series of anti-military tweets and running a Facebook page
containing such content. The suspect used abusive language against some military personnel and
political leaders. We are interro-gating him to know whether he is part of a group that has launched an

anti-military campaign or whether he is doing it on his own,” FIA investigator Rizwan Arshad told
Dawn,

Mr Arshad said the suspect was an active member of the PTI from NA-123, the constituency of
Railways Minister Khawaja Saad Rafique. To a question about further arrests in this regard, he said:
"We have identified more suspects and will take them into custody in the coming days.” he said,

Earlier. the FIA had interrogated over a dozen people suspected of running an anti-military campaign.
They were released after the FIA could not establish anything serious against them. "This is the first
FIR in a crackdown on the anti-military campaign on social media networks,” Mr Arshad said.

The crackdown was launched two weeks ago on the orders of Interior Minister Chaudhry Nisar Ali
Khan, who took notice of criticism against the armed forces following a tweet by the Inter-Services
Public Relations rejecting a government notification in connection with a story published in Dawn.
Since then. forensic teams of the FIA's eybercrime wing have been combing Facebookaccounts,
various WhatsApp groups. blogs and websites suspected of carrying such material.

Major opposition parties have vowed to resist the attempt to place curbs on social media. The P11
youth are known to be active on social media and are often accused by rival Pakistan Muslim League-
Nawaz of targeting the prime minister's family (on social media).

The PTI has also announced that it would petition the court against "illegal action’ taken by
government agencies against its political workers and social media activists. " We will move the court
against the FIA's action against young boys [PTT activists] whose only crime is to express their
opinion.” PTT leader Andleeb Abbas told Dawn.

She asked why the interior minister was silent on the issue of banned organisations using social media
platforms to further their agenda. but was targeting young political activists to silence dissent. ‘Instead
ol sending the FIA after young people exercising their right to freedom of expression, the government
should assign the agency to take out eriminals running huge scams [on social medial.” Ms Abbas said.
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adding that the PTI would provide legal assistance to Mr Qureshi.
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Banned outfits in Pakistan operate openly on Facebook

j.""!.__,':__*‘ | ’
By Jahanzaib Haque & Omer Bashir | 5/30/2017 12:00:00 AM (‘_
THEY exist in plain sight. just one search and one click away from any of Pakistan’s 25 million ¢ < :\.\
Facebook users. —t

An investigation carried out by Dawn across the month of April 2017 has revealed that 41 of Pakistan's
64 bannedouthtsarepresentonFacebook in the form of hundreds of pages. groups and individual user
profiles.

Their network. both interconnected and public, is a mix of Sunni and Shia sectarian or terrorism outfits,
global terrorism organisations operating inPakistan, and separatists in Balochistan and Sindh.

For the purpose of this investigation, the names of all banned outfits including acronyms and small
variations in spelling were searched on Facebook to hnd pages. groups and user profiles that publicly
“liked” a banned outfit.

The biggest outfits on the social network, in order of size, are Ahle Sunnat Wal Jamaat (ASWJ) with
200 pages and groups. Jeay Sindh Muttahida Mahaz (JSMM) with 160, Sipah-e-Sahaba (SSP) with
148. Balochistan Students Organisation Azaad (BSO-A) with 54and Sipah-i-Muhammad with 45.

Other banned outfits which exist on Facebook at a smaller scale include Lashkar-e-Jhangvi (Lel),
I'chreck-eTaliban Pakistan (TTP). Tehreek-eTaliban Swat, Tehrik-e-Nifaz-eShariat-e-Mohammadi.
Tamat-ulAhrar. 313 Brigade. Shia outfits and a host of Baloch separatist orgamisations.

A closer look at activity An examination of some user proKles Enked to these banned outiits indicates
open support of sectarian and extremist ideology. A few of these profiles have also publicly “liked
pages and groups related to weapons use and training.

While some of the Facebook pages and groups claim to be “of ficial® representatives of the outfits,
others appear to be managed by members and sup-porters in ideological agreement.

The content shared on their forums is varied. Although there are occasional posts in the form of text or
status updates, the more common updates feature photos, videos and memes shared to explain and
elaborate on the outfit's ideology: provide updates on recent or ongoing events and on-ground activity:
and encourage private contact and recruitment of motivated Facebook users.In general. the Facebook
updates were i Urdu or Roman Urdu rather than English, suggesting the content was primarily for
local consumption. A very small number were in Sindhi or Balochi. also indicating a niche tarpet
audience.

Open spread ol ideology Invariably, most of the Facebook pages and groups glorify existing leaders or
those killed while some banned outfits also campaign for the release of their activists or leaders.

In their Facebook updates. all banned outfits put the blame on the state, or. in the case of outfits focused

on Kashmir, on India. In rare cases, pages and groups linked to these banned outfits share graphic
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content depicting acts of violence including photos and videos of bodies.

The more organised outlits appear to have "official” media cells sharing press releases and religious Q 1
sermons or political speeches as both audio and video. Such pages and groups also share links from 'k".h_?
websites, blogs or Twitter accounts that appear to be run by members of these outfits. The content in '
general includes anti-state propaganda or hate speech directed at religious minorities and other

members of society.L.ocal footprint Of the pages. groups and users investigated for the purpose of this

story, a majority appeared to be based in larger urban centers such as Karachi, Lahore, Peshawar and

Quetla.

Many banned outfits have pages and groups with their names followed by district names. inviting uscrs
to join based on locality e.g. in the case of Baloch separatists. divisions include Gwadar. Kharan.
Mastung, Panjgur ete.

Others, such as sectarian outfits, are organised down to localities e.g. North Nazimabad in Karachi. or
even by-election constituency e.g. NA-68. Furthermore, others were organised using terms such as
‘student wing' or "youth wing’.

Tip of the iceberg At all times, members and supporters of these banned outfits operating on Facebook
have the option to shift communication from public to private. Any user linked to. or interested in a
proscribed organisation can befriend and chat with like-minded users, message those operating the
pages and groups or click the provided links to websites and blogs. To establish contact off Facebook.
all they would need to do is use the publicly listed email addresses or local phone numbers provided In
some of the outlits.

The findings of this investigation are just the tip of the iceberg however, as a far larger number of pages
and groups could exist without publicly using the name of the banned organisation in order to operate
in secret. Unlike the profiles examined, most Facebook users would also not leave their list of pages
and groups public unless they feel they can use the social network with impunity.
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